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Confidential-MOBILE @ Secure

e Secure mobile phone for making secure phone calls and chat
messaging.

e Confidential-CALL app: end-to-end secure encrypted calls.

e Confidential-CHAT app: end-to-end secure encrypted text
and media messaging.

* |IMEI-Changer app: change IMEI instantly for network
anonymity.

* Disable device GPS not being followed and detected.

* Disable Bluetooth and USB to block any spyware injection.

* Disable any new app installation to block and spyware
injection.

e Allow Internet connection for only the Confidential-
CALL/CHAT apps for blocking any spyware connections.

* Changes Caller-IDs for outgoing calls to any phone number.
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Confidential-CALL app

End-to-End Secure Encrypted Call
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Eavesdroppers Call Trackers

An advanced secure SIP/VolP call application connecting over any WiFi/3G/4G
wireless connection.

The Confidential-CALL app encrypts all call session info, specifically the caller and
called IDs to prevent call tracking of the caller/called personal IDs.

The Confidential-CALL app dynamically generating a new fresh unbreakable
encryption key per call initiation, which is flushed out at the end of each call.
The Confidential-Call app encrypts peer-to-peer all conversation voice stream to
prevent call eavesdropping.

The Confidential-CALL app utilizes high quality 8K codec for call quality
optimization over narrow wireless connections.
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Confidential-CALL app |
Secure Encrypted Call Session

abcl123

Call from:
abc123

Calling to:
xyz987

a Generating Encryption Key
S + Dynamic peer-to-peer key negotiation
NJ + Fresh key generation per new call session

End-to-End Secure Encrypted Call !
A1X2

SAS verification with the remote party

2, 3

> Username is defined as > Fresh encryption key is > The actual call SRTP is

arbitrary alphanumeric negotiated peer-to-peer per call encrypted with ‘Twofish’ 256 bit.

string. initiation without any network _ _ .
clement intervention. > An identical SAS (Short-Auth’-String)

> SIP Call session info is is displayed on both devices to

encrypted over SSL/TLS > On call answer, Diffie-Helman key  eliminate MITM (Man-in-The-Middle)

between device and agreement algorithm is used over attack.

nétwork registration node.  the peer-to-p&&r' RTP stream.



Confidential-CALL app

Secure encrypted end-to-end call

1. Connect 2. Dial 3. Talk Securely
1.1 Internet WiFi or SIM Data 3G/4G 2.1 Dial contact (Available) 3.1 Verify unigue encryption code
1.2
Connected.
Ready' -e.+ Opll-Confidential @ Online
99196903
y @ Available {. Call-Confidentidl
Add secure a
contacts # ‘4 i 5 z i
(username) 7 8 9
* 4 T #
2.2 Dial-Pad 3.2 Start/Stop Call record.
Dial any regular phone #
Global Example UK# (exclude + prefix): Find file records in app %
oba
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Confidential-CHAT app

Secure encrypted end-to-end call

1. Connect 2. Invite 3. Chat Securely

1.1 Internet WiFi or SIM Data 3G/4G 2.1 Invite new contact

[ =IO ‘M i16:14

‘M i 16:16

[~ - O ‘4§ 16:05

€ Manage Account

1.2 E 99556678@confidentialtele.. g
Online
Online }7
OB e M m 1604
Ready. .

& Account details

Username
99556678@confidentialtele.com

Password

€ 99252627@confide.. @ 0

[ ~EUN - O

¢ 99252627@confide... o/ <

h ion

Create Contact 99252627@confidential- C SIE S0

Your account tele.com IS encrypted
A

99556678@confidentialtele.com Send presence updates en d -to-en d

Receive presence updates

Username

username@confidentialtele.com

using account 99556678@confidentialtele.com

1 3 Current session established 11 mins ago

Encryptlon d0554f37 7bed8a28 e569bf90 40381576
. . 1970a9ca 08e1353 8ca8412c 24154bse [[)
Fingerprint Own OMEMO fingerprint

CANCEL

d8al10a43 1a314f9c 614e845a
8be93ale 70592731 fc21dad7
c92f0aed ed488522

OMEMO fingerprint

Hi

12 mins ago &
Bye
@ 11 mins ago

Fend OMEMO encrypted message >

2.2

Check switch to
verify contact’s
fingerprint

CANCEL SAVE
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IMEI-Changer app

1 Click - Change and restore device IMEI number

to gain network anonymity (SiM IMSI should be replaced as well)
ay é = | @@ 4:50 pm

- New Random IMEI
- IMEI Changer

New IMEI: 355166634888259
Customized IMEl: 354231369317378 Tap on 'Change IMEI' to update
device with the new IMEI. The
Change device IMEI instantly with fresh new device will restart immediately
generated random IMEI number. to apmy the IMEI change.

Generate new random IMEI After restart, dial *#06# to
verify the new IMEI update.

Cancel Change IMEI

Restore the device's original IMEl number printed on Restore Device IMEI
the back of the device.

Original IMEI: 862321022642075
Restore device IMEI
Tap on 'Restore IMEI' to restore the
device original IMEI as it is printed
on the back of the phone.

Version: 1.11

The device will restart immediately
to apply the IMEI change. After
restart, dial *#06# to verify the
new IMEI update.

Restore IMEI
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Pop up once
USB-PC cable
connected
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USB-Control app

Protect device from USB spyware injection

ay@é aQf¢mé = o/ @ 5:13pm

& USB Control & USB Control

Enter password and click 'ENABLE'

DISABLE

ENABLE

MTP file browsing mode

USB Charging mode
1.2

12

Enable a USB-PC file Disable USB-PC file
access only with access
password verification

Disappear once
» USB-PC cable
disconnected
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